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Programme

14.00 Arrival and welcome
Paul Sypko  – Adapta Consulting

14:10 Why we need effective and robust information security in place
Brian Shorten – Charities Security Forum

15:00 Case studies
Short stories from speakers
Jon Vogel, Girls’ Day School Trust
Andy Fenton, Techrose Consultancy – discussing BHF project

15:50 Discussion and feedback
All
A round table discussion and feedback.

16.30 -
17.00

Review and close
Paul Sypko – Adapta Consulting



Adapta Consulting

We are:
– A specialist information systems consultancy
– We only work with membership organisations, charities, 

associations, trusts and others in the NfP sector
– We are completely supplier-independent
– Our consultants have held senior positions in a broad range of 

different organisations
– Our advice and guidance is based on practical experience gained 

over many years.



Introductions
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Today’s topic

'Why we need effective and robust information 
security processes in place' 



CHALLENGES -

• Media attention impacting reputation

• Data loss impacting the running of the charity

• Donor’s confidence shaken

• Action by ICO

• Action by Charity Commission

• Scam websites



So…

How do we protect the information?



First IT

• Keep your operating system up to date

• Patch regularly

• Don’t forget all applications,  printers & WiFi 
router

• Harden servers

• Access control – least privilege

• Change ALL Default passwords



http://www.defaultpassword.com/

http://www.defaultpassword.com/


http://www.defaultpassword.com/

http://www.defaultpassword.com/


• A former employee of Rochdale Connection Trust has been 
prosecuted by the ICO at Preston Court. Robert Morrisey
sent spreadsheets containing the information of vulnerable 
clients to his personal email address without any business 
need to do so, which was without the consent of the data 
controller.

• 11 emails were sent from his work email account on 22 
February 2017, which contained the sensitive personal data 
of 183 people, three of whom were children. The personal 
data included full names, dates of birth, telephone 
numbers and medical information. Further investigation 
showed that he had sent a similar database to his personal 
account on 14 June 2016.

• Mr Morrisey pleaded guilty to 3 offences under section 55 
of the Data Protection Act and was sentenced to a 2 year 
Conditional Discharge, ordered to pay costs of £1,845.25 
and a £15 Victim Surcharge.



What about …



Printed

• Secure ALL media

• Shred paper containing secure information

• Institute a clear desk policy









• Encrypt laptops

• Encrypt removable media – but prevent copying to 
removable media if possible

• Have a process for managing lost /stolen devices.



or



What about?



People

• People are friendly and want to help, but not 
every caller is who that say they are

• When you talk to colleges others may be listening

• Don’t copy information to removable media

• Don’t gossip on social media –

• Facebook, Instagram AND LinkedIn

• Take care at smoke breaks



Finally ….



website

• All data capture must be secured with HTTPS

• Validate all input



Operational

• Have a J/M/L  process

• Tell reception of leavers
Email - "say good bye to......." 

• Retrieve Id cards

• Change Digilock numbers

• Return of keys and swipe cards

• Remember staff leaving under a cloud or to a 
competitor

• Change Admin passwords - regularly and on 
leaving 





Useful resources

Cyber Essentials
https://www.gov.uk/government/publications/cyber-
essentials-scheme-overview

Information Commissioner’s Office
https://ico.org.uk/for-organisations/data-protection-
reform/

Plus, of course …….

https://www.gov.uk/government/publications/cyber-essentials-scheme-overview
https://ico.org.uk/for-organisations/data-protection-reform/


Charities Security Forum

www.charitiessecurityforum.org.uk

brian.shorten@charitiessecurityforum.org.uk

http://www.charitiessecurityforum.org.uk/


• The premier group for Information Professionals 
working in the charity sector. The group has 
representatives from many major and household 
name charities, and meets quarterly in London.

• Members participate in discussions and 
presentations on information security issues of 
relevance and importance to the not-for-profit 
sector



Thank you for your time

any questions?



Cake



The Girls' Day School Trust
Leading girls ' education

The GDPR 
journey............

Jon Vogel

Information Security and 
Governance

22nd November 2017



The Girls' Day School Trust
Leading girls ' education

• GDPR Will replace DPA 1998 on 25 May 2018

• Describes the principles under which data must be 
processed, and introduces new rights for Data Subjects

• Organisations need to show how they comply with these 
principles, ensuring appropriate technical and 
organisational measures

• Introduces mandatory reporting of data breaches ( 72hrs)

• Far higher fines (increasing from £500k to €20m), and 
compensation to data subjects for financial loss or distress

GDPR Project



The Girls' Day School Trust
Leading girls ' education

Project Phases
1. Undertaking a data inventory. Information Security Champions are

currently identifying the personal data held within schools and how this
is being processed

(target date for completion – 15th November 2017)

2. Identifying the legal basis for processing data. Once all of data
processing activities have been identified it is necessary to identify the
legal basis for processing this data.

(target date for completion - 15th December 2017)

3. Demonstrating compliance with data subjects rights. This is the most
complex phase of the work stream and the level of complexity will be
determined by phases 1 and 2.

(schedule of work will be completed by 9th January 2018)



The Girls' Day School Trust
Leading girls ' education

Processing Special Categories of Data

Processing of personal data revealing 

• racial or ethnic origin, political opinions, religious or 
philosophical beliefs, or trade union membership 

• genetic data, biometric data for the purpose of uniquely 
identifying a natural person

• data concerning health or data concerning a natural 
person’s sex life or sexual orientation 

shall be prohibited.

22nd November 2017



The Girls' Day School Trust
Leading girls ' education

Processing Special Category Data

1. Explicit Consent

2. Employment / Social Security / Social Protection Law

3. Vital Interests of Data Subject

4. Foundation / not-for-profit body with a political, 
philosophical, religious or trade union aim

5. Made Public by the Data Subject

6. Substantial Public Interest

7. Preventive or Occupational Medicine

8. Public Interest in the area of Public Health

9. Archiving Purposes / Public Interest, Scientific or Historical 
Research



The Girls' Day School Trust
Leading girls ' education

SCHEDULE 1 Part 2 of the UK Data Protection bill 
SUBSTANTIAL PUBLIC INTEREST CONDITIONS

Parliamentary, statutory and government purposes
6(1) This condition is met if the processing—
(a)is necessary for a purpose listed in sub-paragraph 2, and
(b)is necessary for reasons of substantial public interest.

(2) Those purposes are—
(d)the exercise of a function of the Crown, a Minister of the Crown or            
a government department.



INFOSEC LESSONS

ANDY FENTON

TECHROSE CONSULTANCY LIMITED

07930 802804



INTRODUCTION

BACKGROUND

• PREVIOUSLY WORKED IN AUTOMOTIVE AND PHARMACEUTICAL SECTORS

• HELP THE AGED HEAD OF IT IN MID 2000S

• THEN CONSULTANT TO LARGE UK CHARITIES – NSPCC, AGE UK, RNIB

• CHIEF INFORMATION OFFICER (CIO) FOR THE BRITISH HEART FOUNDATION (BHF) 2011 TO JULY 2017

• NOW PROVIDING CONSULTANCY AND INTERIM SENIOR IT AND DIGITAL MANAGEMENT SERVICES IN 

THE NOT FOR PROFIT SECTOR

• CURRENTLY INTERIM CTO FOR INTO FILM, (THREE DAYS PER WEEK)

• WILL DRAW ON MY BHF EXPERIENCE, BUT AM ALSO SENSITIVE TO THE NEED TO MAINTAIN 

CONFIDENTIALITY



INFOSEC STRATEGY



INFOSEC STRATEGY



INFOSEC STRATEGY

• ADOPT A RISK-BASED APPROACH – AND TARGET THE BIGGEST RISKS FIRST

• CONTINUE PERIPHERY PROTECTION, BUT ADD KEY ASSET PROTECTION - PROTECT THE ‘CROWN 

JEWELS’ ON THE ASSUMPTION ‘THEY’ GET INTO YOUR NETWORK

• ADD INTRUSION DETECTION TO EXISTING INTRUSION PREVENTION.  ADD INTERNAL PENETRATION 

TESTING TO EXTERNAL PEN TESTING

• ASSUME A BREACH WILL HAPPEN – AND ACTIVELY PLAN FOR IT

• SENIOR ENGAGEMENT IS CRITICAL TO GET TRACTION AND AUTHORITY – THIS IS NOT JUST YOURS

• PUT AN INFORMATION SECURITY PROGRAMME OF WORK IN PLACE – BUT KEEP LOOKING FOR MORE 

SECURITY ISSUES AND EXPECT THE PLAN TO CONTINUOUSLY CHANGE

• NEVER ASSUME YOU HAVE FINISHED



THE JOURNEY











LESSONS FROM THE JOURNEY

• THE PRESSURE TO ACT CONTINUES TO INCREASE

• CONSIDER USING EXTERNAL RESOURCE TO GET DIFFERENT VIEWS OF YOUR INFORMATION SECURITY

• YOU MAY NEED AN INFORMATION SECURITY ADMINISTRATOR TO MAINTAIN COMPLIANCE AS YOU PUT 

MORE SECURITY MEASURES IN PLACE

• GOVERNANCE

• ESTABLISH AND MAINTAIN FORMAL GOVERNANCE WITH YOUR EXEC AND TRUSTEE BOARDS

• CONSIDER A FORMAL REPORTING PROCESS (QUARTERLY?) TO ENSURE YOU SECURITY STATUS IS CONTINUOUSLY 

UPDATED, UNDERSTOOD AND AGREED BY SENIOR COLLEAGUES

• CREATE A FORMAL PROGRAMME OF WORK FOR IT SECURITY

• TRAINING AND EDUCATION OF STAFF IS CRITICAL

• TAKE OPPORTUNITIES (LIKE WANNACRY) TO ENGAGE WITH SENIOR COLLEAGUES AND EDUCATE

• ADD INFOSEC TO INDUCTION

• CREATE AN ANNUAL SECURITY COMMUNICATIONS PLAN TO ENGAGE ALL STAFF – AND USE MANY CHANNELS

• JOIN FORCES WITH OTHER DEPARTMENTS WHERE YOU CAN



FINAL THOUGHTS

• WHERE ARE YOU ON THE JOURNEY?

• ORGANISATION SIZE, MATURITY

• SENIOR MANAGEMENT AND STAFF – FIND WAYS TO CONTINUOUSLY 

ENGAGE

• CONTINUOUSLY ASSESS YOUR RISKS TO TAILOR YOUR STRATEGY

• PLAN FOR THE BREACH

• NEVER-ENDING JOURNEY

ANDY FENTON, TECHROSE CONSULTANCY, 07930 802804



Discussion and feedback



Review and close


