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Adapta Consulting

We are:

— A specialist information systems consultancy

— We only work with membership organisations, charities,
associations, trusts and others in the NfP sector

— We are completely supplier-independent

— Our consultants have held senior positions in a broad range of
different organisations

— Our advice and guidance is based on practical experience gained
over many years.



Programme

14.00
lain Pritchard — Adapta Consulting
14:05
Fiona Brookes, Adapta Consulting
Fiona will give an overview of the Data Protection Act and its implications.
15.00
Richard Norman, Director of Information Governance & Risk Management,
British Council
Martyn Croft, CIO, Salvation Army UK Territory
16:00
A round table discussion and feedback to draw our further best practice
learning.
16.45 -
17.00 |1ain Pritchard — Adapta Consulting




The Data Protection Act

Fiona Brookes
Associate, Adapta Consulting
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Introduction

* Data Protection Act 1984 and 1998 — in place for 30+ years
 Governed by the Information Commissioner

* Provides rules for organisations that collect and use personal
information — applies to manual and electronic records

* EU General Data Protection Regulation (GDPR) comes into force in
May 2018 .... We will have to comply regardless of Brexit

 GDPR builds on DPA but there are significant changes too

or the public  For organisations  Report a concel

ICO releases new Take action
eneryption guidance
. 3 March 2016 Register your
The Guide to the urg;t-sa{jon
En\n:om:{lental Statement in response to
Information Burns Commission report
Regulations 1 March 2016 Report a concern
Record fine for company
behind ‘staggering’ 46 T
million nuisance calls Bt O

PROTECTION

e For the public For organisations



When things go wrong

* |nvestigation
* Enforcement
* Fines —up to £500k

* Criminal prosecution

— Serious contravention of the Act

— Causing substantial damage and / gy =
or distress B

— Deliberate or should have know
better

— - o2 L
ion-weve-taken, EnftE Pra@cx H Enforcement | ICO ‘ ‘

Help
[ ]
The UK’s independent authority set up to
® , promoting openness by public
Information Commissloner's Office

ttps://ico.org.uk/act

bodies and data privacy for individuals.

Home For the public For organisations Report a concern  Action we've taken About the ICO

Action we've taken /

I Enforcement

Filters 188 in total
Type Data breach by historical society
All 11 November 2016, Monetary penalties
E Undertakings 79 The ICO has fined a historical society after a laptop containing sensitive personal d...
I Monetary penalties 52 Assist Law Limited
[ Enforcement notices 33 10 November 2016, Monetary penalties, Legal
[ Prosecutions 24 Assist Law, based in Weston-super-Mare, Somerset, made unsolicited marketing c...
Sector Royal Bank of Scotland
All 08 November 2016, Undertakings, Finance insurance and credit
[hipsiico.orgukiact . - - Tow frted | 31 An undertaking to comply with the seventh data protection principle has been sign...

Everyone’s got to stick to the law, and if the law’s been broken then we will act
Information Commissioner, 2 September 2015



When things go wrong ... some examples

* The Nursing and Midwifery Council ... lost dvds ... unencrypted.. £150k fine
* North East Lincolnshire Council ... missing unencrypted memory stick ...£80k fine

* Greater Manchester Police ... stolen USB stick ... unencrypted, no password
protection ... £150k fine

* Royal Veterinary College ... loss of a memory card ... signed undertaking

e British Pregnancy Advice Service ... hacked database ... £200k fine

e Surrey County Council ... misdirected emails

a@ || B hitpsyfico.org.uksaction-weve-taken/enil#8 O ~ & © X || B Deta breach by historicals0.. X |_|

T T TE— —_—

with attached files ... not encrypted or ST e = w
password protected ... £120k fine

* North Somerset Council ... sent unencrypted

Action we've taken / Enforcement /

I Data breach by historical society

emails with personal data to wrong NHS
employee ... £60k fine

Date 11 November 2016

Type Monetary penalties

The ICO has fined a historical society after a laptop containing sensitive personal
data was stolen whilst a member of staff was working away from the office. The
laptop, which wasn't encrypted, contained the details of people who had donated
artefacts to the society. An ICO investigation found the organisation had no policies
or procedures around homeworking, encryption and mobile devices which resulted
in a breach of data protection law.

[ Monetary penalty notice - historical society

adapta

PDF (2.71MB)



The Act

Processing -includes obtaining, recording, retrieval,

consultation, holding, disclosing, using

Personal data - information, facts or opinions, about a

living individual which identifies the individual concerned -
the data subject

Sensitive personal data - information or opinions about a

living individual and relating to:

V¢ adapta

Racial or ethnic origin
Political opinions / trade union membership
Religious beliefs

Health
Sex life IT'S OUR RESPONSIBILITY!
Criminal proceedings or convictions oo e

‘with the appropriate Data Privacy laws. Think Privacy.




Complying with the Act

When processing personal and sensitive personal data
we have to comply with the 8 principles:

Data must be collected lawfully and fairly

It must be used only for specified purposes

The quantity of data collected should be appropriate

The data should be accurate and up to date

It should be kept only as long as necessary

It should be processed in accordance with the rights of those it concerns

It should be kept securely

o N O Uk WNRE

It should not be transferred out of the EEA unless it is to an area which has
similar standards

Y
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7

Key areas of risk

&

Personal data — accuracy, appropriate, up to date, kept only as

long as necessary

Remote working

Data posted or faxed to incorrect recipient

Loss or theft of paperwork

Human error

VO| unteers Datasent by email to incorrect recipient

Cyber incident (further details below)
TranSferrlng data Failure to redact data
Loss or theft of unencrypted device

Emails

Dataleft in insecure location
Data processors
Failure to use boe when sending email
Insecure disposal of paperwork
Verbal disclosure

Insecure disposal of hardware

Other principle 7 failure

V¢ adapta
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The GDPR changes

Faster reporting of Right to be

data breaches informed

Faster subject access

Active . .
T Right to erasure Datairﬁ;c;t(e:tchon
Right to
rectification Accountability assessments
& governance
Portability €20 million fines
Demonstrate
Recent consent
consent Privacy by design

'If the UK wants to trade with the single market on equal terms we would have to prove
"adequacy” — in other words UK data protection standards would have to be equivalent to the EU’s
General Data Protection Regulation framework starting in 2018.” 1CO




The consequences of non compliance

* Reputational damage
* |CO enforcement notice
* |CO fines of up to £500k

The benefits of compliance

* Improved business processes
* Less data, more accurate and up to date data
e Supporters’ data is more secure

* Peace of mind

There is a danger here of blackening a whole sector. Charities seem to be becoming the new dirty
word, and that clearly isn’t fair. But the rules on data protection and the rules about privacy and
electronic communications apply to all who are processing data, whether businesses or charities.
Everyone’s got to stick to the law, and if the law’s been broken then we will act

Information Commissioner, 2 September 2015

™
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Minimising the risk of non compliance

 Compliance review — data handling processes

* Implement appropriate policies & procedures

* Tell people what you are doing with their personal data
* Encrypt all portable devices

e Staff & volunteer training

* Plan & prepare for GDPR

IT'S IN YOUR HANDS!

'A key part of data protection legislation is to defend the rights of vulnerable people. Companies and
organisations have a duty to keep people’s data safe and are not allowed to simply hand out or consult on
personal information without proper care or an individual’s permission. In this way the DPA plays an
important part in protecting vulnerable people’ Judith Jones, ICO

A\
adapta
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Image credit: http://www.mystudycorner.net/wp-content/uploads/2015/09/computer-virus-removall.jpg



http://www.mystudycorner.net/wp-content/uploads/2015/09/computer-virus-removal1.jpg
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FA!R methodoLog Y

* FactorAwangus o{
 Information Risk Ls a
. quantitative risk
nssessment methodology
to help adavress this.



photo credit: Dennis Yang (flickr.com)



Photo credit: http://www.ebay.com/gds/How-to-Attach-a-Tire-Swing-to-a-Tree-/10000000205290311/g.html



http://www.ebay.com/gds/How-to-Attach-a-Tire-Swing-to-a-Tree-/10000000205290311/g.html

photo credit: Tom Bech (flickr.com)
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T‘heEaLd Tire Scenario AwaLgsis

!d@mﬁcu{g tm compom/@mﬁcg LA
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" Threats
e Vulnerabilitles
oie

Credit: http://www.slideshare.net/pjbevyer/risk-explained-in-5-minutes-or-less
and http://www.risklens.com/hubfs/Resource Center/The Bald Tire Scenario White Paper RiskLens.pdf



http://www.slideshare.net/pjbeyer/risk-explained-in-5-minutes-or-less
http://www.risklens.com/hubfs/Resource_Center/The_Bald_Tire_Scenario_White_Paper_RiskLens.pdf

ASSet

RLSk depem{s on the ASSET
How many ASSETS oLol You CONSLOEY?
wWhat Ls/are the ASSET/S?

The ASSET Ls the bald tire



Threat

RLsk depem{s o the THREAT
How many THREATS ool Lou consLoleyr?
wWhat Ls/arve the THREAT/S?

The THREAT Ls the earth and the force of
gravity that Lt applies



vulnera bititg

RLlSk depem{s on the VULNERABILITY
How olLol Lou constoler VIALN BB ILITY?

VULNERABILITY otepem{s o the
THREAT

The potentiol VULNERABILITY LS the
trayed rope



RISK

The probable
{Y@OU/L@V\/GM a0l
probable Limpact of
future Loss




Risk Ana Lgs‘zﬁs
RLsk Ls a devived value

RLsk LS 7 pmbabltltg LSSUE

Risk has both a frequency and a

maonituae component

The fundamental nature of Risk Ls
universal, vegardless of context



AlR Owntology

Factor Analysis of Information Risk (FAIR) /[ -~ @ RiskLens’
IS n

( Loss Magnitude
(LM) Y,

,"/l’
e T > ‘" primary Loss. ) é
{ ; N \ ( Primary Loss /J {

- -

Contact N/ Probability of J' lr Threat Capability ""; 4 Resistance 3 r-"' Secondary Loss } /~ Secondary Loss )
K Freuenc “__ Action (PoA) / \ (TCap) S L-. Strength (RS) \._Event Frequency ~ L Magnitude .

Random Value Skills
Regular Level of Effort -- Knowledge
Intentional Risk -- Experience

Resources

- Time

-- Materials

Source: http://www.risklens.com/hubfs/Resource Center/FAIR on_a Page RiskLens.pdf



http://www.risklens.com/hubfs/Resource_Center/FAIR_on_a_Page_RiskLens.pdf

Open § Accessible

* FAIR ndopted by The Open Group

* Tralning and certification

* Caw be programmed Ln Excel

* Helps techies’ talke tn ‘business’ terms

* Flextble § reusable

g _;.. r ? A7 ) ) , / .
] I”Qp{ /} GROUD http://www.opewaroup.om/sub\};6otweas/seowut@/nsh



http://www.opengroup.org/subjectareas/security/risk

zimilaton Distrbution

Productivity
{=.g. Business Int=rruption)

Replacement

(2. Capisl Asssts)

Primary Response
(2. Crisis Management)

Fines and Judgements

{2g. Chil & Gowt. Fines)

Reputation
{2g. Saksholdsr Impact)

secondary Response @ RiSkLE“Sﬂ

{2.g. Privacy Lisbiliy)

I/\ttp://www.rig elens.com/
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http://www.risklens.com/

Further Reading
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https://www.amazon.co.uk/Measuring-Managing-Information-Risk-Approach/dp/0124202314/ref=sr_1_1?ie=UTF8&qid=1472832348&sr=8-1&keywords=measuring+and+managing+information+risk

e s

Certified in Risk and nformation System Controls

Benefits for organisations:

* Greater understanding of (T risk and how
Lt relates to whole organisation

*  More effective organisational risk
management plans

*  Comwmon organisational perspective and
Language about T risk



Certified in Risk
. and Information

CRISC Systems Control”

An ISACA® Certification

Designed for risk and information
controls professionals

CERTIFIED WORLDWIDE
SINCE INCEPTION

2. 2016 IT Skills and Salary Survey conducted by Global Knowledge

3

are employed as the 4

or equivalent

RANKED AMONG THE
TOP TWO-PAYING
CERTIFICATIONS
FOR 20162




RUESTIONS?

¢ InfoSec@rnorman.org
—

in https://www.linkedin.com/in/richardgnorman



mailto:InfoSec@rnorman.org
https://www.linkedin.com/in/richardgnorman

Information Security

in the third sector

Martyn Croft

ClO, The Salvation Army UK Territory
Co-founder, Charities Security Forum



Charities don’t need security...

...do they?



The Salvation Army

a Church and a Charity



TURNS OFF HIS

SECURITY
'E

WORSHIFP ASSEMBLY 9:00 AM  EVENING SERVICES :00 PM
BIBLE CLASSES 10:30 AM WEDNESDAY SERVICES 7:00 PM |

. e




IN THIS CORNER WE HAVE
FIREWALLS, ENCRYPTION,
ANTIVIRUS SOFTWARE , ETC .
AND IN THIS CORNER,

Wwe HAVE Dave//

i




USER.SKILLS |

EVERYONE'S AN IT EXPERT

@NO1 Created With Haiku Deck

@ Photo by Pete Prodoehl - Creative Commons A



“UK Charities hold information on 3 in 4
people. How would YOU feel if your personal
data was stolen and put on the internet for all

to see?”

giveaday.co.uk









44% of the UK population
donated £10.6bn
to charities

15% by online, 11% by text

CAF UK Giving 2014
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“Fake charities (scammers) will try to
take advantage of your generosity and
compassion for others in need.”

people help by giving money






and predictably...

phishing fraud

Spammers and phishers hoping 10 profit from nurricane Katrind have been waging a week-long email

campaign.
sites have been set up 1o con users

redictability, fake Red Cross and other charity donation
are are being spammed under the guise of Katrina news.

\With depressing P
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disaster to fill their
company
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d Carole Theriault, security consultant at antivirus
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ith money meant

pockets W
in January ©

Sophos. Back
n user inboxes According 10

but a lack of public awareness

of Katrina scams 1ok a little longer than expected 10 arrive |
enefit from nurricane Katnna.

typically occur within two {o three days of the event,

Butthe gwathe
owed gpammers and phishers hoping 10 b

gurfControl, guch scams

and electrical blackouts May have st
rstoa spoofed website that
| only

rects use
{ any donations will

from the Red Cross d
d website. Bu

In the latest scam, an email pretending tobe
looks very gimilar to the real American Red Cross Hurricane relief fun
ockets of criminals

end up in the D




What to do with your stolen cards?




Philanthropic Phishinge

Samesnet Duw 19 July 2006

Mowhl Tl e




A recent survey of Charity Security
Forum members indicated that whilst
a breach of the donor database was
top of their threat list, close behind
was the loss of beneficiaries’ personal
information.



"Almost every charity is custodian of extremely sensitive
personal information ranging from sex abuse and child abuse
to health issues like cancer, mental illness and diabetes.

The problem is, in Cyberspace, most, if not all charities have
this immensely personal and sensitive information exposed
and often inadequately protected, making them an easy
target for the cyber attacker.”

Amar Singh, CEO of GiveADay



cyber attack maps
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Security risk checklist

1 How easy is it to get access to the system?

O Is physical access limited, particularly to critical components?
1 Are there any physical hazards which might disrupt systems?
1 What are the opportunities for physical tampering?

d What is the access control policy?

1 What security is applied to network connections to systems?
d What are the interactions between systems?

[ Do the systems produce audit trails?

d How many people can move files and data to/from systems ?
d What controls are in place to ensure data integrity and reliability?
[ To what extent can the system be used for fraud?

[ To what extent will professional hackers want to gain access?
O What’s the level of staff turnover?



Cyber Essentials

Boundary firewalls and internet gateways

designed to prevent unauthorised access to or from private networks, but good setup is
important for them to be fully effective

Secure configuration

ensuring that systems are configured in the most secure way for the needs of the
organisation

Access control

ensuring only those who should have access to systems do have access, and at the
appropriate level.

Malware protection

ensuring that virus and malware protection is installed
and is up-to-date

Patch management

ensuring the latest supported version of applications is used and all the necessary updates
have been applied



Self-Assessment Questionnaire

Cyber Essentials sets out five security controls which will help all organisations protect themselves against the
most common cyber threats. Take this quick test to give you an idea of how you measure up. You can then
decide whether to apply for one of the Cyber Essentials badges.

Question 0 of13

What size is your business?
Small (up to 50 employees)
Medium (50 - 249 employees)
Large (Over 250 employees)

SMALL MEDIUM  LARGE

https://www.cyberstreetwise.com/cyberessentials/#questionnaire



Charities Security Forum

“The premier group for Information Security Professionals working in the charity
sector. The group has representatives from many major and household name charities

and meets quarterly in London.

Its members participate in discussions and presentations on information security

iIssues of particular relevance and importance to the not-for-profit sector.

Ilts annual conference has become a must-attend event”

.‘ Brian Shorten
| ] Martyn Croft

Charities Security Forum

www.charitiessecurityforum.org.uk



Copyright and Credits

These materials, together with any training or discussion accompanying the materials provided by
the author ("Training"), are intended only to facilitate discussion about issues and do not constitute
the provision of advice. Seek professional advice as appropriate. Martyn Croft’s services as a
practising Information Security professional can be obtained from the Charities Security Forum Ltd.
This presentation is copyright © Martyn Croft. All rights reserved. Martyn Croft asserts all moral
rights pursuant to the Copyright Designs and Patents Act. Persons who part|C|pated directly in
Training and who have lawfully received a copy of these materials (“participant”) may redistribute
this presentation to additional persons (“recipients”) solely in accordance with the following
conditions: (i) the presentation is redistributed in its entirety without alteration, (ii) all text logos
names contact details and other content must remain unaltered un-obscured and easily seen by
recipients, (iii) no charge is made for such redistribution, (iv) there is no attempt to create an
impression or otherwise allow an impression to arise that the presentation is the product of any
person other than the author, and (v) each recipient must be a member of the same firm or
government agency where the participant was engaged in work, or a student in the same school at
which the participant was engaged in study, at the time the participant participated in the Training.

The Charities Security Forum name and any related marks are the property of the Charities
Security Forum. The Salvation Army name and any related marks are the property of The Salvation
Army. Other marks remain the property of their respective proprietors. No rights claimed with
respect to government publications including legislation.

All material copyright Martyn Croft © 2016 except for content under copyright used with permission,
or under public license.



Discussion and feedback



www.adaptaconsulting.co.uk

Review and close

Presentations will be available to download
from the Adapta website soon

www.adaptaconsulting.co.uk

v & 2016 *
o %
INSTITUTE OF 3 é-

CONSULTING 8 &

RECOGNISED PRACTICE ® Recogt™
s, people and technology



