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• We are a specialist information systems 
consultancy

• We only work with charities, associations, 
trusts and others in the not-for-profit 
sector

• We are completely supplier-independent

• Our consultants have held senior positions 
in a broad range of different organisations

• Our advice and guidance is based on 
practical experience gained over many 
years

About Adapta
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About Adapta
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Some of the areas we’ll be looking at today
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• Overview of common risks and potential pitfalls

• What good practice looks like

• Effective strategies and practical tips to ensure that you’re well-prepared

• An update on relevant standards and legislation

• Some learnings from ‘real life’

• An opportunity to ask questions and discuss your own issues



Programme

14:00 Arrival and welcome
Welcome - introductions and overview of the agenda for the afternoon.

14:10 Information security – what’s new in the sector?
Paul Sypko, Adapta Consulting

14:30 Data Protection update
Carla Whalen, Russell-Cooke

15.00 Mid-afternoon break (tea/coffee and more cake)

15.15 Case study
Cheryl Hodgson, Motability Foundation

15:45 Roundtable discussion & feedback
All

16.30 -
17.00

Review & close
Paul Sypko, Adapta Consulting
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Introductions
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Information security – what’s new 
in the sector?

Paul Sypko, Partner, Adapta
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Exhibit 1: A typical Data Protection conference
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Exhibit 2: Information Security not so long ago
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An existential threat? Cyber security incidents can 
have an impact far beyond the data protection 
consequences alone

• Disruption to operations, 
ability to serve the cause

• Impact on data subjects

• Financial cost and losses – 
ransoms, fraud and fines

• Reputation

© 2024 Adapta Consulting
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Different but complementary perspectives

Important but technical and a bit 
complicated?
→ Good practice but left to our discretion?

“The EU”… “Acts of Parliament”… “The Law”… 
“Regulations”… “Safeguarding and protection”
→ No choice. A legal necessity?
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NFPs do matter… security isn’t just for banks etc

Charities in 
England & 
Wales spend 
£80Bn per year

22% believe cybercrime is a greater risk to the 
charity sector than other sectors

58% of 
charities think 
cybercrime is a 
major risk to 
the charity 
sector

Source: Preventing Charity Cybercrime: Insights+Action. Charity Commission Fraud Advisory Panel. Sample of 15,000 charities.
© 2024 Adapta Consulting
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…and cybercrime is now a very likely cause of a 
major security or data breach in an NFP

• Money (even the small ones)
• Reputations worth protecting
• Lots of valuable intellectual property…

Not many staff – maybe their procedures and IT 
security aren’t as strong as ‘tougher targets’?

© 2024 Adapta Consulting
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Principle 6 of UK GDPR

Article 5(1) of the UK GDPR requires that personal data shall be:

“…processed in a manner that ensures appropriate security of the personal 

data, including protection against unauthorised or unlawful processing 

and against accidental loss, destruction or damage, using appropriate 

technical or organisational measures (‘integrity and confidentiality’).”

© 2024 Adapta Consulting
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‘Data protection by default’ – often overlooked?

Article 25(2) of UK GDPR:

“The controller shall implement appropriate technical and organisational 

measures for ensuring that, by default, only personal data which are 

necessary for each specific purpose of the processing are processed. 

That obligation applies to the amount of personal data collected, the extent of 

their processing, the period of their storage and their accessibility. In particular, 

such measures shall ensure that by default personal data are not made 

accessible without the individual's intervention to an indefinite number of 

natural persons.”

© 2024 Adapta Consulting



What do people usually 
think are the main risks?

• Phishing – ‘Dear accounts team, Pay this invoice 
immediately. Yours sincerely, the CEO’ (54%)

• Ransomware – ‘Send us some bitcoins if you want 
your files unencrypted’ (31% including extortion)

• Extortion – ‘Give us some money or we’ll leak your 
data on the dark web’ 

• DDoS – ‘Botnet’ attacks to overwhelm and take an 
organisation’s systems ‘down’ (5%)

• Social engineering – Pretending to be someone 
else (e.g. you!), diverting donations

17
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Can you think of any others?
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Can you think of any others?

• AI - Deepfake scams, highly targeted phishing
• Impersonation (e.g. to customers, suppliers)
• Human error!

© 2024 Adapta Consulting
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WEF Study: 95% of cyber 
security incidents occur 
due to human error

© 2024 Adapta Consulting
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A potential real-life scenario – triple extortion

© 2024 Adapta Consulting

Phishing campaign
“Microsoft Office 365 – 
update your password now.”
ACCESS PROVIDED

1. Locked out of systems
Ransom demanded to regain 
access to encrypted files
WORK STOPS

2. Data exfiltrated
Threatened that customer data 
will be leaked to dark web
PRESSURE MOUNTING

3. DDoS attack
Website bombarded with fake 
traffic to alert the end user
PRESSURE MOUNTING

End point
Either the ransom is 
paid or face the 
consequences

Operational, financial and reputational issues
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Attacks are getting smarter… AI is helping with this
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23

Spot the difference…

www.lloydsbank.co.uk 

is not the same as 

www.lloydsbank.co.uk 

www.natwest.co.uk  

is not the same as 

www.natwest.co.uk 

© 2024 Adapta Consulting

http://www.lloydsbank.co.uk/
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http://www.natwest.co.uk/
http://www.natwest.co.uk/
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Educating staff and raising awareness…

Spot the 
difference

(6 differences 
to find)

© 2024 Adapta Consulting
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Educating colleagues…
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A boom in phishing: ‘Cyber-crime as a Service’

© 2024 Adapta Consulting
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Everyone likes an easy fix!

Pen 
testing!

SecOps!

ISO27001!

The 
Cloud!

More 
tech!

© 2024 Adapta Consulting
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A better place to start?
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What to think about in your plans…

• Governance and ‘organisational measures’ 

– clarifying responsibilities

• Your procedures and checks for making 

payments 

• Backups and immutability

• Resourcing and capabilities

• Supply chain vulnerabilities

• MFA and ‘account hygiene’

• Endpoint management

• Staying current

• Choosing appropriate standards to adopt

• Auditing suppliers and doing due diligence

• Security culture / getting people involved

• Patching and network management

• Training and awareness

• Pen testing

• Data Protection & Digital Information Bill

• Cyber insurance

• Incident response plans – thinking ahead

• Volunteers, trustees – data outside the 

organisation
© 2024 Adapta Consulting
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Standards and regulations

• Data Protection Act 2018 incorporating the UK GDPR 

• Compliance is an ongoing/continuous process, not a one-off exercise

• Standards are a good place to start (Cyber Essentials, ISO 27001)

• Regular external reviews and advice

• Lean on trusted partners – pragmatic ones!

• Events, conferences – like this one!

• News and publications (the register, etc)

• NCSC website

© 2024 Adapta Consulting
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Gaining support by ‘making it real’ on a personal level

© 2024 Adapta Consulting
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Other useful resources

• National Cyber Security Centre (NCSC) – 10 steps to cyber security 
https://www.ncsc.gov.uk/collection/10-steps-to-cyber-security

• NCSC Small Charity Guide - https://www.ncsc.gov.uk/collection/charity

• Cyber Essentials - https://www.ncsc.gov.uk/cyberessentials/overview

• Preventing Charity Cyber Crime (Charity Commission) -
https://www.gov.uk/government/publications/preventing-charity-cyber-
crime-insights-and-action

• Charity Security Forum - https://charitiessecurityforum.org.uk/

© 2024 Adapta Consulting

https://www.ncsc.gov.uk/collection/10-steps-to-cyber-security
https://www.ncsc.gov.uk/collection/charity
https://www.ncsc.gov.uk/cyberessentials/overview
https://www.gov.uk/government/publications/preventing-charity-cyber-crime-insights-and-action
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https://charitiessecurityforum.org.uk/


Data Protection update

Carla Whalen, Partner, Russell-Cooke
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DATA PROTECTION UPDATE

CARLA WHALEN, PARTNER
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What’s new? - DPDI Bill

• A truly bespoke, British system of data 

protection?

• Currently making its way through House of 

Lords – return to Commons for final 

consideration

• Expected this year – general election could 

disrupt



Charities and the soft opt-in
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• Will be able to use the soft opt-in for direct marketing that’s solely for the purpose of 

furthering a charitable or other non-commercial objective – no need for consent!

• As long as:

• the contact details were obtained in the course of the recipient expressing an interest 

in, or offering or providing support for, the furtherance of that objective or a similar 

objective – i.e. existing supporters, donors etc.

• the recipient has been given a simple means of opting-out at the time their details 

were collected and in each subsequent email



Legitimate interests (LI)

Recognised LIs include:

• Emergencies

• Crime

• Safeguarding
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• LI purposes can include processing:

• that’s necessary for the purposes of direct marketing

• for intra-group data transfers (e.g. employees, supporters, 

service users) where necessary for internal administrative 

purposes

• that’s necessary to ensure the security of network and 

information systems

• List of recognised LIs – no need for the balancing test



Reducing the compliance burden
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• DPOs to be replaced by senior responsible individuals

• Duty to keep records limited to processing likely to result in a high risk to 

the rights and freedoms of individuals

• New threshold for refusing or charging people to comply with requests 

to exercise individual rights – “vexatious or excessive”

• Changes to cookie consents – no need for consent to use of non-

intrusive cookies (e.g. analytics) 



Recent ICO guidance
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• Guidance: dealing with SARs in employment https://ico.org.uk/for-organisations/uk-gdpr-

guidance-and-resources/employment/subject-access-request-q-and-as-for-employers/

• Guidance: sending bulk communications by email: https://ico.org.uk/for-organisations/uk-

gdpr-guidance-and-resources/security/email-and-security/

• Guidance: 10-steps – sharing information to safeguard children: https://ico.org.uk/for-

organisations/uk-gdpr-guidance-and-resources/data-sharing/a-10-step-guide-to-sharing-

information-to-safeguard-children/

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/employment/subject-access-request-q-and-as-for-employers/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/employment/subject-access-request-q-and-as-for-employers/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/security/email-and-security/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/security/email-and-security/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/a-10-step-guide-to-sharing-information-to-safeguard-children/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/a-10-step-guide-to-sharing-information-to-safeguard-children/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/a-10-step-guide-to-sharing-information-to-safeguard-children/


ICO updates and consultations
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• Consultation: employment and data protection – keeping employment records; recruitment 

and selection

• Updates: employment and data protection – using HR health information; monitoring 

workers

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/employment/

• Opinion: Children’s code – clarification on how to comply with age assurance 

https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2024/01/ico-publishes-

updated-commissioner-s-opinion-on-age-assurance-for-the-children-s-code/

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/employment/
https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2024/01/ico-publishes-updated-commissioner-s-opinion-on-age-assurance-for-the-children-s-code/
https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2024/01/ico-publishes-updated-commissioner-s-opinion-on-age-assurance-for-the-children-s-code/


Carla Whalen

020 8394 6419

Carla.Whalen@russell-cooke.co.uk
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Carla combines expertise in employment law and data protection with

experience and understanding of the not-for-profit sector.

She is able to call on her HR, regulatory and safeguarding knowledge to

get to the bottom of knotty problems and offer creative solutions.
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This material does not give a full statement of the law. It is intended for guidance only and is not a substitute for professional advice. No responsibility for loss occasioned as a result of any person acting or 

refraining from acting can be accepted by Russell-Cooke LLP. © Russell-Cooke LLP.

Russell-cooke.co.uk 
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Client case study

Cheryl Hodgson, Risk Controls and 
Compliance Manager, Motability Foundation
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Motability Foundation 
Data Protection Journey
07 February 2024



Contents

1. Introduction

2. Who are Motability Foundation?

3. What do we do?

4. How did we introduce GDPR?

5. What challenges did we encounter?

6. What challenges do we still encounter?

7. What worked for us?

8. What next?



Introduction

Cheryl Hodgson

Data Protection Officer

Motability Foundation



Who are Motability Foundation?

Our Vision:

We are building a future where all 
disabled people have the transport 
options to make the journeys they 
choose.



What do the Motability Foundation do?

• Oversee the Motability Scheme;

• Provide grants to help people use the Scheme;

• Provide access to transport; 

• Award grants to other charities towards making 
transport accessible;

• Carry out ongoing research;

• Inspire innovations to champion accessible 
transport.

We fund, support, research and innovate to help all 
disabled people make the journeys they choose.



Types of data we process

Personal Data

Special Category Data

- Name and nature of disability; 

- Details of the impact this has on mobility;

- Photographs or Videos; 

- Third Party data;

- Childrens’ data.

Data Relating to Criminal Convictions



How did Motability Foundation 

Implement their GDPR Strategy?



Implementation of GDPR Strategy

Awareness

What are the GDPR 

intentions? 

Education

What are the Charity 

requirements/needs? 

Engagement

What does it mean for 

you/ individuals?

Communication

What do we need to 

know from you?



What challenges did we 

encounter?



Challenges Encountered

Accountability - Getting people on board;

Getting management support. 

The timeframe.

Project Involvement.



What challenges do we still 

face?

What processes do 

we have to overcome them?



Processes to overcome Challenges

• Ask for feedback;

• Awareness-Raising;

• Education;

• Repetition.



Implementation of GDPR Strategy

Awareness

What are the GDPR 

intentions? 

Education

What are the Charity 

requirements/needs? 

Engagement

What does it mean for 

you/ individuals?

Communication

What do we need to 

know from you?



So, what has worked for us?



What has worked?

• Undertaking new starter inductions;

• Encourage people to share breaches and 

near misses;

• DPIA Process;

• GDPR Champions – cross departmental 

meetings;

• Working with business partners;

• DSAR Process.



What next?

• Relevant training – used examples from the 
Motability Foundation;

• Workshops to support teams with Data 
Protection;

• DP Team training and development;

• Email retention;

• Communication.



Thank you

Cheryl Hodgson
Data Protection Officer

Cheryl.Hodgson@motabililtyfoundation.org.uk



Roundtable discussion • Question topic 1:

• Should not-for-profit organisations prioritise 
investing in staff training and awareness 
programs to mitigate the human factor in 
data breaches, or should they focus more on 
advanced technological solutions?

• Question topic 2:

• Are there cultural and ethical considerations 
that differentiate information security 
practices in not-for-profit organisations from 
those in commercial companies, and should 
these differences be reflected in tailored 
regulatory frameworks or industry standards?
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Event feedback

Please use the QR code to view and complete the online feedback form.
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hello@adaptaconsulting.co.uk

www.adaptaconsulting.co.uk

5 St John’s Lane, London, EC1M 4BH

020 4558 8070

We hope you find this presentation enjoyable and thought-provoking. Please note that this document (or this recording of the 
presentation, as applicable) is provided for general information purposes only and does not constitute professional advice. No user 
should act on the basis of any material contained in the presentation or any of its supporting materials without obtaining proper 
professional advice specific to their situation. 

Adapta has made reasonable efforts to ensure that the information provided is accurate and reliable, however no warranty is given 
regarding the accuracy or reliability of such information. All content is subject to change at any time and without notice.

The presentation may include references to specific products or services and/or links to other resources and websites. These 
references and links are provided for your convenience only and do not signify that Adapta endorses, approves or makes any 
representation or claim regarding the accuracy, copyright, compliance, legality, or any other aspects of the products, services 
resources or websites to which reference is made.

Additionally, the presentation may contain confidential and/or proprietary information, and must not be re-used or disclosed to third 
parties without the prior written approval of Adapta Consulting LLP. 

© Adapta Consulting LLP 2024

If you would like further information or any advice regarding your own specific issues, then please do contact the Adapta team at 
hello@adaptaconsulting.co.uk 

Thanks & Goodbye!

Upcoming events…
AI – What it means for charities
6 March 2024, 2pm-3.15pm
Virtual Zoom event.
www.adaptaconsulting.co.uk/adapta-events

mailto:hello@adaptaconsulting.co.uk
http://www.adaptaconsulting.co.uk/
http://www.adaptaconsulting.co.uk/adapta-events
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