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Adapta Consulting 

We are: 
– A specialist information systems consultancy 
– We only work with membership organisations, charities, 

associations, trusts and others in the NfP sector 
– We are completely supplier-independent 
– Our consultants have held senior positions in a broad 

range of different organisations 
– Our advice and guidance is based on practical experience 

gained over many years. 



Programme 
14.00 Arrival and welcome 

Iain Pritchard, Partner,  Adapta Consulting 
 

14:15 

  

Why we need  effective up to date information security systems in place 

Iain Pritchard, Partner,  Adapta Consulting  
 

Information security – the legal issues 

Lawrie Simanowitz, Partner, Bates Wells & Braithwaite 

 

15:00 People, culture and trust – the governance aspects, roles and responsibilities 

Kate Sayer, Partner, Sayer Vincent 
 

The “Left on a train test” 

Rowenna Fielding, Information Governance Manager, Alzheimer’s Society 
 

15:45 Discussion and feedback 

All 
 

16.30  - 

17.00 

Review and close 

Iain Pritchard, Partner, Adapta Consulting 



Information Security in Context 

Roles and people 

Information technology 

Processes , workflows and other 

organisational activity 



Information Security in Context  

Awareness and training 

Information systems 

Policies and procedures 



 

INFORMATION SECURITY 

Key Legal Issues 

 

Lawrence Simanowitz 

Partner 

Bates Wells Braithwaite 
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Why data security matters 

• Data Protection Act 1998  

 - fines up to £500,000 

 - compensation to individuals 

• Trust and reputation – your relationship with 

suppliers/beneficiaries/donors and other stakeholders 

• Databases are a key asset – make sure you are permitted to use 

them. 

 

 



Case Study: British Pregnancy Advisory Service 

• Website attacked by hacker with anti-abortion views 

• Call back details for 9,900 people (some going back longer than 5 

years) 

What personal data was involved? 

• Names, addresses, DoB, phone numbers of those who requested 

call-back 

• Reasons why call-back could be requested, eg contraceptive advice, 

abortion, STI screening 

• Ethnicity and social background – risk of serious harm and even death 



How did security breach arise?  

• BPAS employed 2 IT companies to develop site  

• BPAS did not realise call-back details retained on the site 

• No written agreement with either company 



Which parts of DPA were breached? 

Serious breach of 7th principle – ICO findings: 

• did not have appropriate technical and organisational measures in 

place against unauthorised or unlawful processing of personal data 

and against accidental loss or destruction or damage to personal data 

• should have ensured website did not store details or that appropriate 

measures were in place, eg storing passwords securely 

• should have carried out appropriate security testing to show up 

vulnerabilities 

• should have ensured website software up-to-date 

• serious contravention that BPAS unaware that 9900 people’s details 

unprotected 

• particularly unacceptable in view of very sensitive and personal 

services provided by BPAS 

• no agreement with IT companies 

 



Breach of 5th principle 

• Kept call-back details for 5 years longer than was necessary 

• Privacy policy gave false assurances about security and 

confidentiality 



Other examples of ICO Fines 

• Government Department (DOJ Northern Ireland) sold at an auction, 

locked filing cabinet containing sensitive personal details of victims of 

a terrorist incident - £185,000 

• Over 1 million credit and debt card details hacked from a travel 

company via website.  Records not deleted since 2006.  No security 

checks at undertaken since system installed  £150,000 

• N.E Lincolnshire Council lost a memory stick with details of 286 

special needs children.  Stick left in a laptop, then disappeared.  

Unencrypted and no encryption policy, no data protection training for 

staff member.  Ill-health consequences for children - £80,000 



Seventh Data Protection Principle 

• Must take appropriate technical and organisational measures 

• To protect against unauthorised processing of data and against 

accidental loss or destruction of, or damage to, data 

• Most fines issued by the ICO relate to security breaches 

• 15% of complaints about charities made to the ICO relate to security 



“Appropriate” Security Measures 

ICO’s view – what is appropriate depends on circumstances 

• Risk-based approach 

• Level of security appropriate to risks presented by processing 

Security policy 

• Restrictions on home working 

• PC screens auto shut down 

• No personal accounts for work data 

• Destroy/shred paper documents 

Control access to information (physical security and access) 

• Who has access to premises?  

• How is waste (including redundant computers) containing personal 
information disposed of? 

• Encrypt personal information held electronically which leaves the office:  

  – not just password access for laptops, remote access, blackberries 

  – especially if information will cause damage or distress if lost or stolen 

  – password protect documents 

 



Data Security – Employees 

• Data controller must take reasonable steps to ensure reliability 
of staff having access to personal data 

• Practical Steps 

– Vet staff at entry point, checking history of employment, 
criminal records checks, references, for existing staff as 
well as new recruits 

– Restrict access to personal data to those who need it 

• Training 

– Education on importance of data security 

– Comprehensive policy and ensure staff have read and are 
familiar with procedures relevant to their role 

– Part of induction process? 

 



Data Security – Outsourcing 

• When processing is carried out by data processor on behalf of 

data controller (e.g. fulfilment houses, PFOs, payroll 

processing, disposing of data), the data controller is 

responsible 

• Data controller should ensure: 

− Sufficient guarantees in respect of their technical and 

organisational measures 

− Ensure compliance with those measures 

− Carried out under written contract 

 Act only on data controller’s instructions 

 Complies with security obligations 

 



Negotiating Contracts with Partners and Suppliers 

• Agreement will normally set out commercial terms 

• Data controller  

– Not put in breach by the actions of the data processor 

– Service level specifications & security measures  

– Ensure it owns all rights created in connection with personal data and 

obtain assignment  

– Restrictions on overseas transfers of information by processor without 

data controller’s written consent 

– Restrict appointment of sub-processors or enter into direct agreements 

with each sub-processor 



ICO guidance on Security Threats 

• Published 12 May 2014 

• Protecting personal data in online services: learning from the mistakes 

of others 

• Lists top 8 computer security vulnerabilities, including: 

– Failure to keep software security up to date 

– Poor decommissioning of old software and services 

– Insecure storage of passwords 

http://ico.org.uk/news/latest_news/2014/top-it-data-security-threats-

revealed-and-what-organisations-must-do-to-stop-them-12052014  
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Lessons for charities from ICO cases 

Minimum requirement 

• DP policy 

• Staff training 

• Security measures (appropriate to sensitivity of data) 

• Formal agreements with processors 

Other measures 

• Audit the personal data that you are collecting and holding and ensure 

that the security measures you have in place would withstand scrutiny in 

the event of a breach. 

• Ensure you have clear internal procedures for managing a data security 

breach (see final slide). 

• Take steps to ensure the reliability of organisations processing data on 

your behalf and ensure that they have sufficient knowledge of the security 

of data protection rules relating to security (i.e. due diligence not just 

contract). 



Lessons continued 

• If your organisation handles sensitive personal data (for instance, 

health data), consider whether you have appropriate expertise on your 

board of trustees and at management level to be aware of the wider 

risks faced by the organisation to understand how risks can be 

managed 

• Ensure that privacy policy and other documents properly reflect the 

security measures and data protection measures that you have in 

place – do not simply adopt off the shelf policies without adapting 

them to reflect the security measures your organisation has in place. 

• Carry out regular testing to identify any vulnerabilities on your website 

or within your organisation. 

 



Lessons continued 

• Ensure you have a clear understanding of what information is being 

collected and stored on your website. 

• Do not retain details any longer than is necessary.  

• Have clear documents in place relating to data retention, with a clear 

justification for the period for which you are retaining personal data. 

• Have action plan to prepare for a breach. 

 



Breach Notification 

• ICO guidance on website 

• Not mandatory 

• Depends on quantity and seriousness 

• Address immediately – avoid delay and escalate to appropriate level 

internally 

• Assess impact, risk potential harm 

• Containment measures to stop breach 

• Decide who, in anyone, to inform:  The ICO,  the individuals affected? 

• Lessons learned and preventative steps 



Lawrence Simanowitz 
Partner 
Bates Wells Braithwaite 
 
Tel:  020 7551 7796 
l.simanowitz@bwbllp.com 



People, culture and trust 

Kate Sayer 
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Introduction 

 People are your greatest asset … 

 And your greatest risk 

 We need to trust people, but also 

 Ensure there are adequate checks and 
controls – prevent and detect 

 What are the risks? 

 

 



What risks? 

 Understand the nature of the risks 

 Design appropriate controls: 

 Prevention 

 Detection 

 Mitigate effects of actions outside your control 

 Who should implement the control? 



What is a control? 

 An activity or action that helps to manage a 
risk 

 Effective controls exist when the action 
reduces the likelihood of the risk event 
happening 

 Good match between risk and control 

 To be effective controls must be implemented 



Controls include… 

 Authorisation 

 Good practice you follow 

 Checks  

 Monitoring 

 Quality procedures 

 Supervision 

 Other? 

 



 

 

 

 

8 theme 
framework 

Objectives 
and link to 

strategy 

Robust 
integrated 
planning 

Roles and 
responsibilities 

Training and 
supervision 

Policies and 
procedures 

Monitoring 
and 

evaluation 

People 
management 

and staff 
welfare 

Oversight and 
independent 

review 

Controls framework 



Roles and responsibilities - typical 

Initiate 

• Set up the arrangements 

• Establish systems and processes 

• Populate master files 

Approve 

• Sign contracts 

• Authorise invoices 

• Authorise amendments 

Record 

• Enter details onto systems 

• Create records 

• Filing 



Roles and responsibilities - better 

Initiate 

Set up arrangements 

Approve 

Authorise transactions or changes 

Record 

Create records 



Culture 

Attitude 

Behaviour 

Culture 



Rewarding the right behaviour 

 Bonuses in banks drove behaviour at odds 
with the desired risk culture 

 We need to examine our own ‘reward’ 
systems 

 Who are the heroes in our organisation? 

 What behaviour do we implicitly celebrate? 

 Do we give out contradictory messages? 



Cultural web 

Johnson and Scholes 

Paradigm 

Stories 

Symbols 

Power 
structures 

Organisation 
structures 

Control 
systems 

Rituals 
and 

routines 



Tone at the top 

 Prepared to hear bad news 

 Proper whistle blowing 

 Want to learn from mistakes 

 Open to challenge 

 Strong ethics 

 Engage with risk management process 

 



For more information 

 Check publications on our website 

 www.sayervincent.co.uk 

 Risk Management Made Simple 

 Contact us 

 kate@sayervincent.co.uk 

 Risk Culture  

www.theirm.org 

 

 

 

http://www.sayervincent.co.uk/
mailto:kate@sayervincent.co.uk
http://www.theirm.org/


The “Left on a Train Test” 

Rowenna Fielding 

Information Governance Manager 



What is it? 

 A system for classification 

of information assets; based on 

impact of unauthorised or 

exposure inappropriate 



How does it work? 

It starts with one question…. 

? 



you left it on a train,  

“If you had this information 

on paper and 

what would the result be? 



It would be useful to 

someone who wants to 

 know about Alzheimer's 

 Society and dementia 

*PUBLIC* 



It would be embarrassing 

for the Society, but not 

threaten anyone's privacy, 

our partnerships or serious 

damage to our reputation.  

*INTERNAL* 

(default) 



One or more people's right to 

privacy or confidentiality 

would be breached; they may 

be at increased risk of 

identity theft or fraud.  

*CONFIDENTIAL* 

(Personal) 



The Society's reputation would 

be damaged, potentially 

resulting in losses to income, 

partnerships, or credibility.  

*CONFIDENTIAL* 

(Business) 



Then what? 

Format 

Activity 

Controls 



Confidential content of 

email sent externally 

must have encryption 

Papers with Internal 

content should be kept 

out of sight 



Papers with Confidential 

content can only be 

disposed of by shredding 

Electronic files with 

Confidential content must be 

stored in restricted folders 



Why does it work? 

Simple 

 Familiar scenario 

  Story 

   “You” 



Relies on 

Knowledge 

 Duties, risks, info types 

IT Systems 

 Integrated controls 

Culture 

 Recognition, challenge 

 



Results so far 

+ reports of minor incidents 

- email breaches 

+ enthusiasm for infosec 

The “Left on 

a Train Test” 

“Information 

Security 

Classification” 
> 



Thank you 

Questions? 



Discussion and feedback 



 

 

 

Review and close 

Presentations will be available to 
download from the Adapta website 

from tomorrow 

www.adaptaconsulting.co.uk 


