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Adapta Consulting

We are:
– A specialist information systems consultancy
– We only work with membership organisations, charities, 

associations, trusts and others in the NfP sector
– We are completely supplier-independent
– Our consultants have held senior positions in a broad range of 

different organisations
– Our advice and guidance is based on practical experience gained 

over many years.



Our speakers

Paul Sypko

Partner, Adapta Consulting

IT strategy, risk management, information security, data protection, 20+ 
years sector experience working with hundreds of NFP organisations

Martyn Croft

Co-Founder, Charities Security Forum

Co-founded CSF in 2007, CIO of Salvation Army UK until retiring in 2017. 
Long-time interest and recognised expert in information security. Masters 
degree in information security and non-exec director for a small bank.

Naomi Da Silva 

Head of Business Assurance, Central YMCA

Focused on risk, governance, data protection and management controls… 
making sure risks are properly addressed throughout the whole organisation
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Programme
14:00 Arrival and welcome

Welcome to the event, introductions and overview of the agenda for 
the afternoon
Paul Sypko, Adapta

14:10 Why we need effective and robust information security
A short overview of the current threats and the practical measures 
organisations are putting in place.

14:25 Case Studies
Martyn Croft, Charities Security Forum
Naomi Da Silva, Central YMCA

Grab a coffee (and a slice of cake if you have it)

15:15 Virtual roundtable discussion & feedback
All

15:50-
16:00

Review & close
Paul Sypko, Adapta
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Practicalities
• ‘Share screen’ should only be used for speaker presentations.

• Please remain in mute mode unless you wish to participate in the Breakout 
Room discussions. 

• Your profile name should be your name and organisation – Hover over your name 
in Participants and select Rename.

• If you have a question relating to any of the presentations or plenary 
discussions, please feel free to submit these at any time using the Chat feature. 
Questions will be picked up once each presentation has ended.

• If we do not have time to cover questions/all questions, we hope to open a 
private discussion space following this event.

• We’ll be sharing the presenters’ slides after the event.

• If you have a technical question please use the Chat facility, and select Paul 
Stirrat, who will be able to help.
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What worries you most about information security in your 
organisation (or, if you prefer, what do you think are the biggest 
information security risks to NfP organisations generally)?

What steps could an organisation take to improve its information 
security posture, without necessarily incurring significant cost?

Each group will have a member of the Adapta team who will facilitate the discussion and 
capture headline notes. Everyone will be returned to the main room for wrapping up.

During breakout sessions: To contribute you should raise your hand using the ‘Raise Hands’ 
feature. Unmute once you have been prompted to by the Facilitator.

How to raise your hand: Click on the icon labelled ‘Participants’.
Click on your name and select “Raise Hand”. 
You may have to click the screen to access the menu.

Breakout sessions will discuss:
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Information security… do we actually care?
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If we don’t… we certainly should!
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Charities in 
England & 
Wales spend 
£80Bn per year!

22% believe cybercrime is a greater risk to the 
charity sector than other sectors

58% of 
charities think 
cybercrime is a 
major risk to 
the charity 
sector

Source: Preventing Charity Cybercrime: Insights+Action. Charity Commission Fraud Advisory Panel, October 2019. 
Sample of 15,000 charities.
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Pre-event survey: Commitment
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Very much so… embedded 
in everything we do

We try to do our best but 
budgets are limited

So-so… limited 
engagement

Nowhere near enough… generally 
an afterthought

How committed would you say your organisation is to 
having good information security?

5%

17%

43%

35%

Source: Adapta Consulting 2021; Survey of 75 webinar participants
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Pre-event survey: Incidents
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Yes, and it was a big problem for us
Yes, but nothing too disastrous yet

Yes, but just lots of 
small issues

I don't think so…

No, we know for sure 
that we haven't

Has your organisation experienced an information 
security incident in the last 12 months?

4%

17%

30%

40%

0%

Source: Adapta Consulting 2021; Survey of 75 webinar participants
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Pre-event survey: What’s on your minds
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Where do we start?

Improving 
organisational 
engagement

What should we be doing to address 
any issues linked to home working?

How to get it taken 
seriously in my 
organisation

How to communicate its 
importance to exec team –
short of having an incident How secure is 

Office 365?

How to we go from “not 
sure” to “confident”?

Engaging others

What to do

Products and solutions

What security products 
are out there?

What’s appropriate 
for a charity our size?

How to ensure staff and 
volunteers take responsibility

What’s the right balance 
between internal vs. supplier 
responsibilities?

What are the emerging 
changes and regulations?

Are cloud products as secure 
as on-premise solutions?

How do we keep up to date with 
the latest security measures?

How does information security 
relate to data protection?

How are other 
charities structuring 
their information 
security function?

As a trustee, what questions 
should I be asking?

What must we be doing 
about it?

How can we justify investment 
on security at a time when 
budgets are being cut?

How do you get buy-in from 
staff throughout the 
organisation (at all levels)?

Are there any free online 
resources that would help us 
plan an audit?
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Some more stats…

• 51% of IT Leaders have detected ransomware1

• 73% of those suffered an effective attack1

• 36% of charities don’t know which types of 
cyber attacks they’re most vulnerable to2

• Half of charities state that the Board has 
overall responsibility for cyber security; 15% 
state that nobody has responsibility2

• During 2019-2021, 1 in every 6 charities will 
suffer from cybercrime2

12Source: (1) Four key tips from incident response experts; Sophos 2020 (based on survey of 5,000 IT managers)
(2) Preventing Charity Cybercrime: Insights+Action. Charity Commission Fraud Advisory Panel, October 2019
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How could it affect us?
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• Financially

• Reputationally

• Disruption to operations, ability to serve the cause
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Cyber breaches – common types

• Phishing – ‘Dear accounts team, Pay this invoice immediately. Yours sincerely, 
the CEO’ (54%)

• Ransomware – ‘Send us some bitcoins if you want your files unencrypted’ 
(31% including extortion)

• Extortion – ‘Give us some money or we’ll leak your data on the dark web’ 

• DDoS – ‘Botnet’ attacks to overwhelm and take an organisation’s systems 
‘down’ (5%)

• Social engineering – Pretending to be someone else (e.g. you!), diverting 
donations

• Innocent/no motivation – Accidents!

14Source: Preventing Charity Cybercrime: Insights+Action. Charity Commission Fraud Advisory Panel, October 2019. 
Sample of 15,000 charities.
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Who does this (examples)?

Intentionally:

• Criminals – Anything to make some money…

• Hacktivists – ‘I’m good with computers and I disagree with your cause’

• Insiders – Disgruntled staff

• Terrorists – Defacing websites, doxing (publishing personal details of victims online)

• ‘Nation State’ hackers – maybe you’re involved in international conflicts

Unintentionally:

• Insiders – Well-meaning but careless or inadequately trained staff

• Suppliers/3rd parties – People who look after data for/with you and suffer their own 
breaches
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Common misconceptions…

What’s often said:

• It’s an IT issue

• We need a penetration test

• Hackers only target big, well-funded 
organisations

• Nobody with a conscience would 
attack a cause like ours

• Our servers are in a ISO/IEC 27001 
accredited data centre

The reality:

• Everyone uses information; it’s a 
corporate risk

• Management controls are equally 
important (if not more so)

• Small organisations have money too! 
(and possibly have weaker defences)

• Many attacks are automated and 
indiscriminate

• If they’re connected to the outside 
world, they’re vulnerable
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Clarifying responsibilities
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• IT - technical

• Corporate risk ‘owner’ (FD?) – governance and controls

• Trustees – oversight

• DPO/Data Protection Lead

• Managers, staff – processes, daily work

• ‘Information Asset Owners’ – accountability 
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New/updated – Adapta’s InfoSec guide
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Useful resources

• National Cyber Security Centre (NCSC) – 10 steps to cyber security 
https://www.ncsc.gov.uk/collection/10-steps-to-cyber-security

• NCSC Small Charity Guide - https://www.ncsc.gov.uk/collection/charity

• Cyber Essentials - https://www.ncsc.gov.uk/cyberessentials/overview

• Preventing Charity Crime (Charity Commission) -
https://www.gov.uk/government/publications/preventing-charity-cyber-
crime-insights-and-action

• Charity Security Forum - https://charitiessecurityforum.org.uk/

https://www.ncsc.gov.uk/collection/10-steps-to-cyber-security
https://www.ncsc.gov.uk/collection/charity
https://www.ncsc.gov.uk/cyberessentials/overview
https://www.gov.uk/government/publications/preventing-charity-cyber-crime-insights-and-action
https://charitiessecurityforum.org.uk/
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Questions



Martyn Croft © 2021

Information Security & 
Cake
Martyn Croft

Charities Security Forum



• founded in 2007 to help colleagues 

• promoting awareness of cybersecurity issues and challenges

• facilitating discussion and learning

• over 250 members in diverse charities and not-for-profits

• newsletter updates, LinkedIn group, webinars

• free to join…

• …always ready to help

Charities Security Forum





• Bring Your Own Device

• Networks and VPNs

• De-coupling corporate systems

• Virtual machines

• Run an internal ISP





• Potential unknown changes

• Network access to other assets

• Access upon request for visibility of actions

• Compliance with protocol, or on-site access only 

• Loss of integrity in accounting data





• Purpose of data collection

• PCI-DSS requirements

• GDPR compliance

• Encrypted data and physically safe

• Keep trusted information safe





• Business Impact Analysis

• Business Continuity & Disaster Recovery plans

• Probable and Realistic Threats

• Risk = Impact * Likelihood

• Multi-disciplinary Incident Response Team



“The premier group for Information Security Professionals working 
in the charity sector. The group has over two hundred members 
representing many major and household name charities.

Our members contribute to discussions and presentations on 
information security issues of particular relevance and importance 
to the not-for-profit sector.”

Brian Shorten

Martyn Croft

www.charitiessecurityforum.org.uk

because security is better together

Charities Security Forum



Information security case study 

– Central YMCA





About Central YMCA

Founded in 1844, the world’s first

YMCA.

Today,  we are a health, wellbeing 

and education charity, with 

commercial operations to 

generate funds to support our 

charitable projects.



Information security: the business case

• The risk of a major cyber-security or data breach has been a long-standing item on our 

corporate risk register, with a range of potential causes identified

• We have a duty to protect the Charity’s information, assets and the personal data of all 

our stakeholders

• A failure to mitigate this risk could lead to: 

➢ Disruption to operations

➢ Lack of compliance with legislation and funding requirements (leading to fines, loss 

of funding etc.)

➢ Reputational damage



Our approach

• In 2019 we appointed an external Data Protection Officer (DPO) and established a cross-

functional working group. 

• Working group comprised: 

➢ Senior Information Risk Office (sponsor)

➢ Business Assurance / Governance

➢ External DPO

➢ IT 

➢ Finance

➢ HR 

➢ Marketing

➢ Operational representatives 

• Data protection audit undertaken in 2019 to review compliance against GDPR / DPA 2018



Information Security Audit

• In Spring 2020 we commissioned Adapta to undertake an independent review of the 

Charity’s information security. 

• The review took a pragmatic risk-based approach and included: 

➢ Interviews with staff who hold significant responsibilities for information security

➢ Interviews with a cross-section of other staff who access and process confidential 

information

➢ Detailed review of technical and non-technical background information 

➢ Review of policies, procedures and management controls 



Results and progress to date

• A report was developed with a range of recommendations to help move us to a 

more compliant position with respect to Cyber Essentials, ISO 27001, the Data 

Protection Act 2018, GDPR and recognised good practice in information security

• The recommendations were RAG rated against likelihood and impact in line with 

our risk register and were prioritised accordingly

• These were developed into action plan to be delivered by our working group



Key learnings and recommendations

1. Get sponsorship from the top

2. Build the business case and do not rely on fear tactics (what’s in it for them?)

3. Take a cross-organisation approach (not just IT)

4. Create realistic timeframes and prioritise carefully

5. Be prepared to translate issues for a range of audiences to make things meaningful

6. Communicate widely and deliver appropriate training (no one size fits all)



Registered Charity number: 213121 

THANK YOU
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Breakout Room Discussions

What worries you most about information security in your 
organisation (or, if you prefer, what do you think are the biggest 
information security risks to NfP organisations generally)?

What steps could an organisation take to improve its information 
security posture, without necessarily incurring significant cost?

Re-convene for feedback from each group.
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Poll, Thanks & Goodbye!

Upcoming events…
Answer Time: Information security – 21 April

www.adaptaconsulting.co.uk/adapta-events
We hope you find this presentation enjoyable and thought-provoking. Please note that this recording is provided for general information purposes only and does
not constitute professional advice. No user should act on the basis of any material contained in the recording or any of its supporting materials without obtaining
proper professional advice specific to their situation.
Adapta has made reasonable efforts to ensure that the information provided is accurate and reliable, however no warranty is given regarding the accuracy or
reliability of such information. All content is subject to change at any time and without notice.
The presentation may include references to specific products or services and/or links to other resources and websites. These references and links are provided for
your convenience only and do not signify that Adapta endorses, approves or makes any representation or claim regarding the accuracy, copyright, compliance,
legality, or any other aspects of the products, services resources or websites to which reference is made.
This recording may contain confidential and/or proprietary information, and must not be re-used or disclosed to third parties without the prior written approval of
Adapta Consulting LLP. © Adapta Consulting LLP 2021
If you would like further information or any advice regarding your own specific issues, then please do contact the Adapta team at hello@adaptaconsulting.co.uk

http://www.adaptaconsulting.co.uk/adapta-events
mailto:hello@adaptaconsulting.co.uk

